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Abstract of JP2000252854 

PROBLEM TO BE SOLVED: To provide a 
communication responder, where an encryption 
key for making a memory area available is set to 
each 10 card, to enhance security and a 
communication system using it. SOLUTION: An 
10 card 3 stores an ID IDO for identification of the 
IC card 3 in a memory. Further, ID IDI-IDn are 
given to each of memory areas 171-17n allocated 
to each provider managing a reader/writer 1 so 
as to avoid illegal use during communication. 
Since the provider using the memory areas 171- 
17n for each IC card provides the ID IDI-IDn, the 
number of the IDs differ in respective 10 cards. 
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izb mm-fh (STEPi6).fLT, imim 
Rcc 'J - r • 7 --f 1 vm- f 1 ( ) n?t 
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*f5LTv^=in^*^\ I C;!?-H3*i'^^fl-^Cb' 

C K 3 ttJUT STE P 3m<^lil#S'MS05i-r. 
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mm^ 1 4 (cT u -r • ^ 1 A'(^mit^h.t:;< y 

I D*^-i!rr2.*^*«L ( STE P 1 8 ) . -ict 

tlif S T E P 2 0 tffff L . -S: L^tttia' S T E P 1 
9l,zm7th. X. STEP 1 7Tl2iiE^S**iNGi:^ 

ht^. mmms% 1 4 t-t^fli^ii/iisiiff c c 
nms^i 6Cisa:iL, v^»iiis#i etig^f 2 ( ) 

fi-^ f 2 ( R c c ) ^|gSEfi#R c d fc LT$iJffli|l|g& 1 
Aizmmi (STEPl 9) . STEP2 0C^ff-t 

[0028] STEP 1 8X(iSTEP 1 9<^a:a^M 

muinmjL s te p 2 0 i,zw^ti t , mj^m^ 

OKcntt iiMft^trc* I. C 1 5: U - r • 7 ^' 1 
ISKfi^R c dSlXi-Hf- I D I D 0 $r#ilDL!tJ£ 

"m^ R b ' ^Hiiitimiis^ 1 4 r^fefig lt ^fifS0S^ 1 3 

(CiMtbf ■& . 4-, I2ilfl-^R c c = f 1 ( R c b ) m 
U-^. 7-<:J'l*'3llfi$tll.^^:'J IDtilDl 

STEP2 0T'«. jiftnrtgT-*I.C:i:$:U-y • 
^l{cg;tl>^a6«oj[E§S^Rb^4^f ^« ;<7)J:-5 
lcrEi:fi-tR b , R b • s^MriiUlff^ 1 3 CiMJijSill, 

(STEP2 1 ) , 

[0 0 2 9] 4-, ■ y^^\<mmmA-x:^ 

«^R b ^mtfh b , mmm^ 5 tnii LtJtPiiis^ 

et,zm&-th. SiJffli|Hlffi6Tii, JE^fi-^RbJcO IC 
K 3 rtO^^ y«« 1 7 jiffifrtlt 

^•ofcClt^rlSii-r-l. (STEP22) . n^. I120^ 

*%^fi^R b ' ^Sfitl) i - U • 7-^ 1 . 3 
yha-72, C;>!?-K3tCfct>TSTEP8m 

[00 3 0] 4-. mmt^Rhi9.mLfzh<r>ti.x^-^ 

h<r)X\ flffll|llSI6J;03Vha-^2<^±SiW[HlK9 

I I C - H 3 1 1ft nJIgt-S)-!. ; b^m^^l ( S 
TEP23) , 3>-ha-7 2*n C;!?-F3i:M^ 



I c;*- F 3 mmzmmi'^j^K zcomMnmi^z 

I C F 3 C0>< * U 1 7 1 cOr- ^m^m, IX 
(STEP24) , 

[0 0 3 1 ] :^wM(Dm2(nmmm?MZ'ov^x . mm^ 
m^ixmmti. 116(4, *iis£m^ciDtt-i>afi>- 

;^xi>.Olt{£^S^-f7"n-y^7|lT*>l.. 117 {i, 

T*>-i>. i^, *^iyi^-^c03Mv-XTAtfcV^T. 116 

yhn-7 2<?3F^g|5«7Si:|lI«c7)t<7)i:tl)<, X, 116 
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■tX't?>mmi 8,~1 8„*^S"9^^<t^^lTV^|,, 

[0 03 3] X, ^^yffl^l8i~l 8„li, ruJU 
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c2 = f 2 (Rc Dm. ^^U 18J;0K^taL7t 
ffiJ^ 1 8 1 tfOfgli ID I D 1 a JiE^{i-^R 1 tftjD 

$tll> (STEP 6 a) , ;(7)j:3lC^Jt$il^c:J£^ff 
•^R 1 ^fSPM 1 3T-^Pl$ri-CliliilIlf41 1 J: 
r))j-y ■ Hzmm-^ill (STEP7a) . 

[0038] >j-y-y-^^i ti^z<7)fi^'^m^R 1 

mm^AX^^mthb. STEP8a~14atCfeV^ 

mmmmex-mm^R i J; omm id i d i a 

fi-^Rc 2(c«'3\'>TEIE»I2rffo, CliOfc^. UU 
iSm*^'NG<7):^-&, 3>'bn-7 2i:coafi*^'fft.tL-f 
STEP 1 0 at^tTLTvU^aSITlSfiEff^Rc 
3 = f 1 ( R c 2 ) SrifK L /if*, ISIiEfi^R c 3 Hi 
JPL/c^^ft-^C 2' ^^Jg-fi-o X. i2lilS**^'OK 
com^. STEP 1 1 aimnttzm. riyfn-5 2 
T-;< ^ U 1 0 rttOtSa ID I D 1 a tcmtSI- 1, t U 
ID I D 1 b $:i^^ta LX <J -y-y-ii'l iciMffi 
L, fglEfl^Rc sm/^'tV ID I D 1 b ^•f'tJDL 
fzfa^imc 2 X, tsii I D I D 1 a*^ 

2' A>$IJfflll]S-§6T^)S$iX^, 

[0039] iiOidtC. ^^fi^C2, C2' 

{ STEP 1 5 a ) , ^, Zffimim^Rc 2 = f 2 
(Rc 1 ) {i«»f 2 ( ) *^)!ft§il!tfi-^T'«)l.(^T\ 
ij . 5^ ^ Kj; I c/7- K 3 1 imtltt . J; -5 
T , ^^fi^C 2 I C F 3 1 icSfi$iX-S. . 

[ 0 0 4 0 ] STE P 1 6 aiypsioiimcov-i 

Tti, m7x-mix\^m^ami. ii2c7)step 

[0 04 1] 4-, IC;>!?-K3 lA>'^^fl^C2^SfI 

ti> b. %mmn 1 4 f\ ^^^fi#c 2 i oiSiifi-^R 

c3ay''^^:'J I D I D 1 b^^^^-ri. (STEP 1 

6 a ) . r^, ^ 1 comtmmbmmiz. i c;^- f 3 1 

*^'^^fi-fC2' ^«fitl.i:, 'J-r'^-^^-l. 3 
yFu-52, S,yiCX/-F3 liCfcl^TSTEPS 



alil^tfOMjt^r^DjI-t. ^Lt. fSfllHSSl 5t1SfE 
fi^R c 3 U ■ 5 ^' 1 rtT-MS f 1 0 
il/^ii^t't)l.*^S*^S:WJL-C , U-y • 7-^ ^' 1 
jiiE*^*^^*IBrri. ( STE P 1 7 a ) . 

[0042] Z<Db ^ . MMmm^OKcoi^-^. y(^V 

mmsicoji^v iDtimLx. mmm%i4i,zx 
'j-^ • ^ i*><i>js«$n/s^^ 'J I D*i-fc-ri. 

*^S*4ilifL (STEP 18a) . -IJctixH'STE P 
2 0 aCf^^f -ScL^rtmJfSTEP 1 9 at^fi^ 
tl>. X, STEP 1 7 aTfgfE^HA^NGO^, X 
(i. STEP 1 8 aT-;^^r U I D 1^ ^ , 
SMIIIg^ 1 4 xm^ § nfotSliEft^ R c 3 SHUSS 1 

6 ici^ta L- , mnm^ 1 6 miiii-tR c 4 = f 2 ( r 

c3) Sr^^tT (STEP19a) . STEP20a 

i^zWiith . 

[0043] STEP 1 8aX{±STEP 1 9a«0j;o 
^»a»f^*f^T tSTEP20a {Z^fs^t htAm 

'^m^o K CO fc ^ \m\mmvh iib^o-y ■ 

9 1 S7tto«jE^fi-^R 2 S: . iSIBSrl^^'N GcO 
b # (itSiiEii-fR c 4 mmm. id I D la SrWUa L 

■ y-^^l izmmth ( STE P 2 1 a ) , 4-. I.^Gft 
■fRc3=f 1 (Rc2) X'R-o. U-y - y-f^li'' 

i^mm^tt^^'^v I D(ii D 1 bX'h'o^^^ummi 

8iCr):>(^U lGb-3X-flcr)X\ STEP2 1af 

t±, mimmxhiz t ?r u-^- • 7^ ^ 1 

a6(?)j£^{i-§-R 2 *^'3Mft$ix-l. « 
[ 0 0 4 4 ] 'J 7 ^' 1 *^'JE^Ii^R 2 ^gftt 
$iJffl![I]!^6f\ JE^ff^R 2 J; D I C;^^-K3 1 

biimti (sTEP22a) , jsj. m<^^wm 

b Iiat , IJ • 7 ^ ^' 1 A^igfl-f R 2 ' Srgfit 
l>t. y-/ ■ y^i^l. ayFn-72, RlflCii 
-F3 l{3fcV>TSTEP8 atmoSdf^SrS'JM-r. 
[0 04 5] 4-. J£^fI^R2^«{iL.7t^«0i;LTi.^ 
!> C0f\ $IJ«I|I1S§ 6 j; 0 3 y h p - 9 2 cOiftWHK 9 
C I C;&- F 3 1 1 fflii^llt-* C: t ^WM^-th 
(STEP23a) , rjy Fa-72*n C:^-F3 1 
b m.'mm.Xh hZb 2rl?.fi-ri> b. V-f-y^fl 
^iYbX I Cyt}~ F 3 1 hffiStca^tSrff v\ .loafi 
€:fir 3 Stc I C K 3 1 * U «tS 1 8 1 <0t-^ 
<7)M^^aiLX(i:*#2=^&^f a (STEP24a) . 
[ 0 0 4 6 ] , m 1 &T/^ 2 cO»fiff^ejiCfcV->T . V 

-f -yA^. I Q.ij-Y-nwz'mMn&mm^h 
7-^7-fe-i^'*i^Mfi$ix, m\t-mi^fih. X, I 

C ;!7- FXiin >- F n-5 1- 1 D#^comS*^m[Iltf 
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[0047] *|&BBc7)|g3cO*MMtov^T , llffiSr 
m(^M^iy:^^Mzii\^X . HI OtS^-fU-^- v-i 

m&tnm.coii<r)h-th. iaiOioic;*-H5-ii 

h I C;^-K3^1i)i!<;-r-l.7-D7^'t|5)1tc7:)4,£7){i, 

[0 04 8] m OtC^^I C;*-H3 2{i. 9 

1-1 Qst^^flJ^fLJ^^^U I 9k. lsiifflll]S§l lb. 

mmmi^ 12 m.wm!& i s t , umwm lAt. 

mmmmi^zinj-i i c k 3 1 nm. ra^w 
1 , c 2 , c 3*^'f iimi=a-ri> u-^" ■ y-^i^tm 
mmxh 0 . ^ ^ u 1 9 1^ (cio t , 7°p.^ .r c 
1, C2, c3^-ix-?tit-s r9-^x-thW^\9i, 

1 92. 1 93;f)^'iED^]-{t'^ilTl^-&, 

[ 0 0 4 9 ] X. roAW ^'C 1 I C;^?- F 3 2 ar^J 

n^) i:)<m^li^tlX\.^h%j(r>'fh. mz. Z.<r>f^yij'^ 

vm. $iiMiiiiKi4*^^>oy-t y hfi^tioTttW 
■fk$^i>« 4-. roA'-^rc \ if'mmh'}-f ■ yA 

^bQ\,Z\Ci]-Yl>2 L. T , m 1 X( ±^ 2 CO* 

&y I c 7) - K 3 2 tm'mm. l /-^f* . ->< ^ y fflii 1 9 

[0050] \ Zi]-Y32 <7)i— f-D*\ l5iJx.H';(?' 

y9nhzu.mfix\^i^'y vWi:m.?t-mttzi^(^^'^ 

^^m^iJ^-^yhu-yS 1 J;Oy-/- 7^ ^5 Oar 
^■rLT IC;*-K3 2CjMfi$il-S. 3>-h- 

[005 1] IC:*-K3 2tJ:<7)j;3^:^^ff-farg 

fi-f-s t , swEiK 1 4 J; 0 f'^y y/j^yy:^ ^a^^tti t 
-^mttm^ti^:>('tummi 9ii.zmiii^tii. 
y 1 9 , tK^^m i-^mt-ti im-mm^ti^ 
t. ^^y:^^yi^^:m^iiii'simti. Mmm^iA 

y tiai* LT (, a.— - Da)msMLtf'yy^'yy 



^t-hmmtiimtitmix-m-ipm.t 

Uti^ii^^. • y^-^SQ-^-f^LX^yy-n-y 
[0052] 3ybn-75 Hi, ;c7)j£^f=-^?-$(t 

^^h-^^m^^lC:^-Y3 2l,Zym-ti>. ;<7)i: 
r3yha-7 5 lX'\i. Sfevit^tOi— f-DcoS 

[0053];<7)J;3 h . 

1 4T#Micor'>y:*'^y:?'i?)t--y yiWW:M-^fi. 

m)K y-tS^- ^•^rS'SOSrtft-tTnybu-^S It 

Ltzm.b^i^m^i "om^^ti^m.^m.Lx-^ 

[0054]X. IC;^-K3 2ky-y • ^•^i^'SO 

t-f. f-y yij-^y^n^z^m^fixx^h f vmim. 

ix, >- hn-^ 5 1 i 0 y -f ■ y^ 

^'5 0^^LT I Ci]-Y3 2\iZ-m,-^ilh, 
[00 5 5] I C;*-F3 2tC:<?)j:o^r^^fi-§-SrS 

-5im.h.th{t^^^t^Mmi9^{zm^^fih. 
y fflis 1 9 , tM^jfi t^ftgt -fi-fi^A^jiai^tLi, 

i:, ^?''^y;<?'>>':?&K^^aiL^tli:L,, 0Jffll[lII?§14 
f-eco f •/ MKc*^';^7 y b $ixl> . MIC , mwm 1 4 

y t::f a-li L T V ^ 4 ^— f - D OS D ^"-^ 

jSS^gfl^?:, ■ y-i-^^^O^ifLXayhxu-y 

5 1 CiMfi-tl. . 

[00 56] ayhn-y5 icoj£«fi^2r»tt 
•i<:S^^fi^^IC*-K3 2tC3M<t-ri>. ^Oi:^, 
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3 y h 5 1 Tii. AA:a<OJL-Hf - D «0?S 0 St 
SWSSS 1 4 J: 0 'J -b -v - 

[0057] z<nx 0 ^zm.i}^^^iih b . Mmm^ 

1 4T^J5fS^0/''^>';^'>>-^'iOf7 Mjt/'/vti:$iX, 

y * y tJ-*?) f 7 h iScicia at S8S:<7)'lf $g*^' 
yhD-7 5 lKj2^fi$fLl), rjy hn-7 5 Itii, 

±si)ffliis!S«tfa'it ifzumbmrnm^ mmtiis. 

m-i:itmLX-ikUzb^. -iXUzl b^m^-th^ 
^m^^ I C:^-VI,zmmtlbbhlz. ayhu-^ 

[00 58] a±comTimm-zu . i c - k t v ^ o 

<r>mmmmm-^iith'oi,z. xm-^^ y^-y^-^ 
& m^^mwrn^zmih ^ t j; -> t . ^<?)mmti^ 
-^mb^^i, 

[00 59] 

mmm^ktiztifzi!b(/Mim^. tm^^m-^co 
mimbixm^i, zmm^izx-oxms^mmm 

<7)fSffl M'f-'^-tl i. 0 =5r« btc-oXv^l coX\ ; «ii 

[0060] m$M2{,zim<mmmim^t. itrfew 
t !> ; t T\ 1 {ztmcomimm'^^i. o^tt 

<7) S; I' ffifi >- ^ f - A ffM'f l> d fc A^' t" S I) , 
[006 1] ifiiRiIS tfE«(?)afifflfE«:S{i, 

tT-, if jRiS 1 tcfe»^^lflfflJ£l=§li O^tt^oav^ 
[0062] ffj|<3l4{cfemcOjiflfflifc¥^«i, miE« 



Srisffl-ri) b x\ nmn i cEK^oaftffljEi^Ss j: o 

[0063] msMsizmmcommm^ii. 'j^-tcK 
b i) 1 -:>(oii»mmm.imumzx -? t Hiss tih 

Zbi^mVctiih. 

mm. 1 - 5^ov^■ri^*^ci^«^offl^iffl^E^f l. 

um.-fhfi.i^\z. m!wm<nm%^t^w^-^ioK. ^ 

[Hffi^offi^^riP^] 

[HI ] w&9^<^w,i(^wmm^'m-thmti^7.T 

[03 ] 0 1 \z^~tmVy:^i-d^\iZii\^X U ■ v^ 
^^'mthrwU'fb I C;*f-Hl^(?)^^:yffl«cO 

[04 ] 0 1 t^-taffi^-x-rAT-ffiffl-ri. I cA-v 

toil'? c7)Mf^Sr^-t7'a ••/ :J'0. 
[0 5 ] 0 1 i,z^TMiti^^T^vmt^ ayhti- 

[06 ] *^s)!c7)m2iO»fe?^«Tffiffl-ri>3itt>'Xr 

[07 ] m6l,Z7rctMiE'y:^'fJ>.coWif^^^ti!'^ Af- 

[ 0 9 ] 0 6 tS^fiWii^X-r !> 3 y h D- 

[010] ^%B^<om3<^mmmx'im-t&mmi^:^ 

[011] fi^coafii^Xf AcO«$:^-r7'D-y:? 

1.5 0 v~y- 

2, 51 ayhn-7 

3,31,32 I C;i&-K 
4,11 |5]p@ff# 

5, 13 mm\°ii^ 

6. 14 0JffllIllS# 
7,15 EilHISI 
8. 16 miUiil 

10,17,18,19 U 

1 2 sesmss 
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